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Forensic Debugging

Getting the truth by inference, autopsy,
and putting the squeeze on informants

Elan Ruskin

Valve Corporation
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Good Afternoon!

slides available at:
bit.ly/hPCmVW

Good morning everyond?lease turn off cell phones, fill oavalforms, etc.
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Who this talk is for:
e CSgrads

— (who know C++ and how a call stack works)
* Gameplay Programmers
* System Programmers
s—Arbists

— (try room 3037?)

slides available at:
bit.ly/hPCmVW

This talk is for programmers of all levels:
Beginners will learn why the debugger sometimes lies to them and how to beat

the truth out of it

Intermediates will learn techniques for dealing with core dumps of all kinds and
divining the causes of really weird problems

Experts may be interested by our system for aggregating stability data during
testing and even after release, and how we act upon that in support

QA will learn all they need to know about what "crash dumps" are and how to
collect them in a way that gets them fixed fast

Artists are in the wrong room.
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Today’s Show

Basic The lying
debugger

Collecting Data After
Fingerprints Evidence Shipping
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First, what is a crasi®hat exactly happens in the app and the operating system when one is encountered?
Second, some basic anatomy of crash dumps and what they contain.

Third, why the debugger is so often unreliable when dealing with crash data or optimized executables.
Fourth, typical patterns of common crashes, and how to identify them.

Fifth, how to collect all your evidence in one place, and deal with it efficiently. ; i
{AEUKZ K2¢ ¢S O2ftftSOu0 RFO4lFI FYyR FOU 2y auloAftAGe

This talk is about:
Crashes
Collecting crashes
Testing crashes
Analyzing crashes
Common causes of crashes
Fixing crashes
A crash course
The mysterious "Disassembly” window in your debugger and why it is your best friend
Debugging "release" builds generally
How to do it, why to do it, and why not to be afraid
How to read a call stack by eye when the tools fail you
Tips about MSVC and GDB you may not have known
Techniques for a forensic approach to debugging
Tools for collecting stability data from a lot of machines
Best practices for QA while you're still testing internally
How to get data from your game after you've shipped it
HothaIve gets data from five million testers customers around the world and turns it into
patches
And some handy open source todiseakpad socorrg and friends
Every platform Valve supports:
PC, Mac, 360, PS3, Linux
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ONCE UPON A TIME,
ON A PLANET FAR FAR AWAY...
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The Crash on Mars

Astory about the crash on Mars. Not the probe that slammed into it because it mixed
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computer crashed.
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